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A B S T R A C T   

In the last years, the number of connections in mobile telecommunication networks has increased rampantly, and 
in consequence, the number and type of relationships among entities. Should such interactions are to be prof
itable, entities will need to rely on each other. Hence, mobile telecommunication networks demand trust and 
reputation models that allow developing feasible communications in 5G and beyond networks, through which a 
group of entities can establish chains of services between cross-operators/domains, with security and trust
worthiness. One of the key obstacles to achieving generalized connectivity beyond 5G networks is the lack of 
automatized, efficient, and scalable models for establishing security and trust. In this vein, this article proposes a 
pre-standardization approach for reputation-based trust models beyond 5G. To this end, we have realized a 
thorough review of the literature to match trust standardization approaches. An abstract set of requirements and 
key performance indicators has been extracted, and some pre-standardization recommendations proposed to 
fulfill essential conditions of future networks and to cover the lack of common trust and reputation models 
beyond 5G.   

1. Introduction 

With the proliferation of the fifth generation of mobile networks 
(5G), new technologies, approaches, entities, and communications rise 
to evolve and cover certain shortages from previous generations [1]. 5G 
also expects to support a multi-tenant business model [2] in which users 
may rent or buy service, resource, and infrastructure capabilities across 
multiple domains to cover feasible peak workloads and fulfill their Key 
Performance Indicators (KPIs). Therefore, the configuration of reliable 
cross-domain/operator service chains plays a pivotal role to guarantee 
the expected Quality of Services (QoS) as well as avoiding risky con
nections that may compromise data integrity in 5G-enabled scenarios. 
Despite the fact that trust is not contemplated as an innovative para
digm, since it began to be considered around 2000 [3], it is expected to 
be used in a wide variety of 5G scenarios such as cloud environments 
[4], IoT [5], and network slicing [6], among others. Thence, trust is one 
of the technologies that await to support 5G and beyond networks into a 
new era of more secure and reliable communications. 

Trust can be defined as the assessable confidence and/or belief that 
illustrates recorded value from previous experiences and the expected 

value for future interactions. The trust concept may also encompass 
security aspects such as integrity, access control, and confidentiality, as 
well as privacy aspects such as disclosure, secrecy, and isolation (see 
Fig. 1). Nevertheless, security and privacy aspects are mainly centered 
on entity’s identity while trust deals with entity’s behavior. 

Traditionally, trust has been usually handled through models that 
allow establishing reliable relationships among different stakeholders 
involved in the communication. In the same way, prior trust models 
were mainly focused on end users and peer-to-peer connections [7]. 
Nevertheless, trust, as well as other technologies that last over time, 
needs to be adapted to the new trends and requirements of telecom
munication networks. One of the changes compared to conventional 
trust models is the entity on which the model is applied. Nowadays, not 
only end users are considered as an entity on which to calculate a trust 
score before establishing a communication, but also service consumers, 
resource consumers, software suppliers, network service providers, and 
network resource providers [8]. Therefore, trustworthy end-to-end 
chains should be contemplated so as to prognosticate the trust of all 
involved entities from the origin to the end. 

Likewise, trust needs to progress toward new approaches that have 
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not been considered previously such as zero-touch [9] and zero trust 
[10], among others. In the case of zero-touch, trust models should 
empower an end-to-end automatization of network and service man
agement through high-level policies, rules, machine learning, and arti
ficial intelligence algorithms. Regarding the zero trust approach, this 
entails the evasion of implicit trust to any entity in an intra- or 
inter-domain scenario. Accordingly, beyond 5G networks boost again 
trust model investigations to adapt them to the new properties of such 
networks. Hence, prior trust models must evolve towards novel models 
that consider beyond 5G network trends and challenges such as 
end-to-end trustworthiness solutions, process automation, and circum
venting the default trust. 

To the best of our knowledge, there are no guidelines or standards 
that induct a set of recommendations to follow in order to develop a trust 
and reputation model in beyond 5G networks. This absence stands in the 
way of disseminating trust and reputation models as an abstract mech
anism, which could be applied regardless of the final deployment sce
nario. In the same manner, the lack of an abstract model beyond 5G also 
makes difficult its utilization as an enabler to guarantee secure and 
trustworthy connections. In this regard, the article carries out a 
comprehensive analysis of previous guidelines, standardizations, and 
roadmaps for trust models to look at conventional properties and fea
tures. Moreover, the article at hand provides a pre-standardization 
approach for trust and reputation models beyond 5G. To cope with 
these challenges, the main contributions of this article are as follows.  

• An in-depth research on previous standardization proposals of trust 
and reputation models is conducted, as none was found at present to 
guide us in the development of a reputation-based trust model 
beyond 5G. At the same time, related work is analyzed and con
trasted to perceive similarities between prior trust models and future 
ones. As well, it is achievable to detect new trends and shortages.  

• Different sets of requirements and KPIs are identified from both 
previous trust model standardizations (i.e., pre-5G) and 5G/Beyond 
5G (B5G) trust models. By means of such requirements and KPIs, 
specific needs to be met for a reputation-based trust model beyond 
5G are recapped.  

• A description of an abstract trust and reputation model beyond 5G is 
introduced. The description contains the four essential modules that 
make up such a model, in addition to several recommendations that 
may be contemplated as part of a pre-standardization approach. 

The remainder of the article is structured as follows. Section 2 de
scribes a literature review of works related to standardization ap
proaches, as well as research projects and regulatory organizations 
working on trust and reputation models beyond 5G. Section 3 illustrates 

the progress of requirements and KPIs from the main solutions found in 
the state-of-the-art review. Section 4 gives our design recommendations 
for trust and reputation models beyond 5G, as well as drawing four 
abstract modules of such model. Finally, Section 5 expounds some 
conclusions as well as open perspectives for future work. 

2. Analysis of trust model standardization proposals 

Prior to contributing to a reputation-based trust model standardi
zation approach, a broad understanding of the literature is required. 
This process enables recognizing features and components of long-term 
trust models, KPIs fulfilled, entities involved, etc. Thus, we are going to 
carry out thorough research on (pre-)standardization papers (Section 
2.1), prevalent research projects (Section 2.2), and regulatory organi
zations that had worked or are still working on reputation-based trust 
model standardization and towards beyond 5G trust models (Section 
2.3). Our intention consists in identifying properties, features, and 
components that trust models have contemplated for ages, as well as 
sighting their evolution. So as to ease an overview of all drafted pro
posals, two comparative tables (see Table 1 and Table 2) are depicted at 
the end of Section 2.3, where the complete list of properties, features, 
and components of each research paper, research project, and regulatory 
organization can be observed. In this way, the illustrated properties, 
features, and components state principal aspects among trust model 
standardization proposals from long-term to nowadays. Nevertheless, 
the following subsections do not intend to explain how the properties, 
features, and components of each proposal have been addressed owing 
to the fact that there is not a general and unique method for each one. 

2.1. Research papers related to trust and reputation model 
standardization 

Since early2000′s, trust models and its standardization have been a 
research field addressed by numerous authors. Despite trust and repu
tation models have been contemplated and designed in several areas 
such as ubiquitous environments [11], cloud environments [12], IoT 
[13], ad-hoc networks [14], and 4G and 5G networks [6], among others, 
only a few proposals submitted a comprehensive trust model. In this 
sense, a suitable trust and reputation model must contemplate many 
characteristics such as direct and indirect trust, reputation scores, his
torical trust, degradation of time, the validation of a third-party 
recommendation (user’s credibility), user’s satisfaction, time windows, 
resilience to common attacks, rewards, and punishments, just to name 
but a few, along with a selective number of requirements and KPIs. 

Even though not many papers were found in the literature review 
under keywords such as standardization, pre-standardization, roadmap, 
or general trust model topics, we introduce from its beginnings to today 
the most representative efforts related to the previously keywords in 
different computer science areas. In 2004, a first standardization 
attempt was showcased by Trček [15]. The author presented a trust 
management standardization proposal that considered the essence of 
trust, which means that he researched all trust factors that should be 
considered for developing a trust model, regardless of cognitive princi
ples. This research was mainly focused on a review of the trust field and 
the presentation of a trust taxonomy. For that, the author identified a list 
of relevant and basic trust factors. Among them, it should be pointed out 
the irrationality, forgetting factor (i.e., past interactions have lower 
relevance), and trust differentiation. In addition, Trček defined a set of 
properties for his trust model standardization proposal such as utiliza
tion of discrete values that can lead to diffuse decision making, 
context-dependence, reflexivity, asymmetry, non-transitive, and dy
namic trust relationships, being some of them considered in the current 
trust models (see Table 1). It is worthwhile to briefly describe the 
meaning of important properties such as the context-dependence, which 
is aware of entities and their interactions, application environments, and 
other context factors, and the non-transitive, that refers to the 

Fig. 1. Different view on trust.  
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mathematical property: if A trusts B and B trusts C, then A does not trust 
C by default. Perhaps due to the early definition of this standard pro
posal, the author did not figure out other relevant aspects such as user’s 
satisfaction, reputation, and credibility, or even what components or 
modules ought to have a standard trust model. As it can be observed in 
Table 2, aspects such as direct/indirect trust or components of trust 
models began to be contemplated in subsequent publications. 

Years later, other standardization proposals emerged like Gómez 
Mármol and Martínez Pérez [16] and Bøegh and Yuan [17]. Gómez 
Mármol and Martínez Pérez realized another effort to pinpoint a trust 
pre-standardization, in this case of trust and reputation models for 
distributed and heterogeneous systems [16]. Six years later since Trček 
[15], the authors detected an absence of standardization efforts for 
trustworthiness models [16]. Nevertheless, in contrast to Trček [15], the 
number of trust and reputation model investigations had increased and 
therefore identifying a common set of properties, trust components, or 
processes might be easier. In consequence, Gómez Mármol and Martínez 
Pérez reviewed trust and reputation models in distributed systems, 
obtaining general processes and characteristics. Thus, this thorough 
research was the basis of their recommendations for 
pre-standardization. Among the most relevant recommendations, it can 
be highlighted the set of model components (gathering information, 
scoring & ranking, entity selection, transaction, and reward & punish); 
information sources weighting; privacy-preserving via pseudonyms or 
unique identifiers generated cryptographically; degradation of time in 
transactions; accuracy vs consumption/performance; and treatment of 
newcomers and reputation abusers. Even though it is a 2010 proposal, it 
is one of the most exhaustive identified in the literature given the 
multitude of properties considered. Nonetheless, Gómez Mármol and 
Martínez Pérez followed a distributed approach but it did not consider 
cross-domain and multi-stakeholder contexts that are trends in networks 
beyond 5G, as well, they did not contemplate abstract requirements and 
KPIs to be applied in their trust model. Therefore, our proposed 
reputation-based trust model not only considers pivotal 5G 
cross-domain and multi-stakeholder scenarios, but also incorporates 
new techniques and approaches to adapt the properties, features, and 
components of trust models to new requirements. 

In the case of Bøegh and Yuan [17], the authors analyzed the main 
differences between trust and trustworthiness, as well as they intro
duced a service behavior trustworthiness management scheme which 
was forwarded to the Sub Committee ISO/IEC JTC1/SC7 [18]. They 
defined trust as a subjective value that depends on the risk propensity of 
the trustor, the action, and the trustworthiness (it changes over time). 
Among the most pivotal requirements established by the authors, we can 
note trustworthiness management visibility, awareness of real identities, 
auditability, impartiality, and objectivity. In addition, the authors also 
provided a list of components that were needed in their schema, being 
some of them common for other trust models, such as a formal language 
for specifying service behavior, a method for assessing the ability of the 
service provider, a monitoring capability, a method for assessing service 
behavior, and another one for determining the service trustworthiness. 
In short, this approach was more focused on a service behavior trust
worthiness model so not all components can be extrapolated to a general 
trust model. 

Despite they are not considered as proposals for standardization, 
there are some solutions in the literature that help future authors to 
carry out trust model standardization. In the case of Vinkovits [19], the 
author realized an investigation of how users, who did not have a trust 
model concept understanding previously, comprehend trust in distrib
uted systems and what were initial requirements that all trust manage
ment model must accomplish. Among the set of requirements identified, 
a great number are shared with the Gómez Mármol and Martínez Pérez’s 
pre-standardization proposal [16]. The author identified three main 
model components: gathering information, scoring & ranking, and en
tity selection. Regarding the information gathering model, Vinkovits 
outlined the use of quality parameters in direct and indirect trust, Ta
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reliability rate establishment, transaction history considering time, etc. 
With regard to reliability rate, the author contemplated this parameter 
to avoid bias votes and to apply recommendations to the trust compu
tation process that were similar to recommender preferences. In the case 
of scoring & ranking, it should be noted the quantified trust, parameter 
weightings, and computation of average rating. By means of this 
component, the author intended to generate a trust score calculated in a 
transparent way. Finally, regarding entity selection, it was established 
criteria for the service selection based on trust score. However, this 
proposal did not contemplate some crucial properties that Gómez 
Mármol and Martínez Pérez did such as user satisfaction, user identifi
cation, and user credibility [16], among others. 

As it can be observed in Table 1, prior to 2012 there was a lack of 
trust model approaches, since Trček [15] and Gómez Mármol and 
Martínez Pérez [16] were the only standardization approaches identi
fied to date. In this vein, Abassi and El Fatmi identified such trust model 
shortage and carried out an investigation to cover it [20]. In particular, 
they considered trust as a concept related to security and which allowed 
increasing it. Besides, they identified multiple trust and reputation 
model properties such as permanence, non-transitive, reflexivity, 
context-dependence, scalability, and asymmetry, which were incorpo
rated in their trust management model. Through the trust management 
model, they endeavored to unify and standardize trust to the most 
communication environments and needs. The trust life cycling modeling 
was mainly made up of three components: trust establishment, trust 
update, and trust revocation. In terms of trust to establish a given 
relationship between parties, the trust level for this fact can be computed 
through Equation (1). 

Trust(T, t, a, o, [c], [recd])→level (1)  

where T is the trustor; t denotes the trustee; a is the action related to the 
trust request; o corresponds to the object of the recommendation; c 
(optional) are the possible constraints; and recd (optional) indicates a 
given feasible recommendation. 

In order to tackle the previous components, they also thought about 
using discrete values to assign trust levels (considering three intervals: 
distrust, no information, trust) and using recommender’s weighting 
parameters. Even though the authors took into account several key 
properties and components, this approach, to the best of our knowledge, 
could have been improved since they did not talk about the information 
gathering component (common trust dimensions and features), user’s 
credibility issue, or degradation of time in transactions. 

Two years after the proposal published in 2012 by Abassi and El 
Fatmi [20], Costagliola et al. worked on a pre-standardization model 
that facilitated the way to future researchers by means of their trust, 
reputation, and recommendation (TRR) meta model [21]. Whilst this 
research was focused on an e-commerce field, they introduced some 
general concepts that can be applied independently of the field of a trust 
model. In this sense, their TRR meta model was able to identify funda
mental concepts, features, and modules. First, they recommended 
identifying all possible entities involved in the trust and reputation 
model to associate features such as longevity, privacy, anonymity, and 
initial values for modeling newcomers. Next, the TRR model should 
contain an information gathering component to specify active and pas
sive mechanisms and to check the information authenticity. Then, the 
information storing component contemplated features such as 
non-repudiation, aging, and data aggregation. They also considered 
fairly access to shared information. Finally, their trust and reputation 
model considered recommendation systems, decision-making processes, 
incentive mechanisms, and malicious attacks resilience. As illustrated in 
Table 1 and in Table 2, this approach shared fundamental ideas such as 
dynamism, asymmetry, privacy-preserving, and non-transitive with 
other previous investigations like Trček [15] and Gómez Mármol and 
Martínez Pérez [16], and even it contemplated identical compo
nents/modules for gathering and managing trust information with 
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Gómez Mármol and Martínez Pérez [16], Bøegh and Yuan [17], and 
Vinkovits [19]. Therefore, we can observe how over the years the pro
posed trust standardization models tend to converge toward common 
principles, although there are still some discrepancies between them 
such as the consideration of user credibility and a satisfaction factor. As 
the main handicap of this approach, it can be outlined the absence of 
crucial features such as user’s satisfaction and recommender’s credi
bility. These properties are essential in trust and reputation models to 
ensure a trustworthy and accurate system. 

Another interesting research centered on reputation models is 
tackled by Vavilis et al. [22]. They presented a reference model for 
reputation that contained both a set of needed requirements and repu
tation system features. In the case of requirements, they were divided 
into three subgroups: the formulation dimension, the fair treatment of 
newcomers, and the integrity of reputation values, being some of them 
previously identified by Gómez Mármol and Martínez Pérez [16]. In 
parallel, and considering these requirements, Vavilis et al. generated a 
table with some of the main properties that reputation systems should 
consider to be abstract [22]. Among them, we can highlight absolute 
reputation values, (un)certainty, timestamp, interaction context, trust 
dissemination, scope similarity, and the range of user behavior (trust vs 
mistrust). In addition, they introduced some tips to meet these 
challenges. 

Despite it is not considered as a pre-standardization investigation, 
Kanwal et al. detected a lack of standardization and interoperability in 
cloud computing area, and they generated a taxonomy for trust models 
[23]. With the aid of their model, they attempted to gather the func
tional and non-functional requirements to present a general taxonomy 
that allowed evaluating and establishing trust. To this end, they classi
fied all kinds of trust models available in cloud computing (agreement-, 
certificates-, feedback-, domains-, and subjective-based models), and 
then, they introduced two or three functional features for each one. The 
authors considered a common set of features for different models, being 
derived from key concepts such as security, performance, control, and 
deployment. Although some functional and non-functional features are 
contemplated in previous (pre-) standardizations researches (e.g., 
credibility, dynamic trust, transaction history, or subjectivity, among 
others), this approach is far from being a beginning of standardization as 
it overlooked other crucial elements (see Table 1 and Table 2). In 
particular, the authors did not consider attack mitigation nor features 
and general components that any trust model in the cloud or other en
vironments must contain. Besides, some functional features assigned to a 
specific kind of trust model could be taken into consideration by more 
than one. 

Similarly, Joshi and Mishra also detected a need for trust standard
ization in mobile ad hoc networks [24]. They carried out a roadmap 
toward trust management and privacy-preservation. In particular, the 
authors gathered the main aspects of trust management and trust 
establishment across mobile networks to generate a trust algorithm that 
guides the outperformance to the mobile scenario. Their proposal 
computed trust as a conjunction of node cooperation index, reliability 
index, trust factor, and the disjunction of selfish index. However, since 
this research was not focused on trust models but a trust algorithm from 
trust model characteristics, it did not contemplate other relevant prop
erties such as context-dependence, forgetting factor, or privacy- 
preserving, among others. 

Although it can be considered indirectly related to trust standardi
zation models, Viardot carried out an analysis of trust standardization to 
drive the acceptance of technology innovations [25]. Despite the paper 
was not focused on trust models, the author considered three important 
characteristics related to trust like credibility, integrity, and benevo
lence, and as such properties influence the acceptance of technology 
innovations, and therefore in standardization. When it comes to 
benevolence, it is understood as the trustor’s kindness perception in the 
trustee’s efforts without rewards [26]. Although the relevance of these 
characteristics has a different consequence depending on the innovation 

and standardization cycle, the author highlighted the need to fulfill 
them to guarantee a minimum basis of trustworthiness in any standard. 
In this sense, he emphasized that trust standardization will be probably 
continued by benevolence standardization. Thus, there are certain risks 
associated with the lack of benevolence of an innovation provider such 
as the definition of measurement criteria or interpretation of trust, as 
being benevolent has different connotations in different parts of the 
world. 

Even though there is not a large spectrum of papers that address the 
trust and reputation standardization issue, there are still researchers 
who are concerned about the lack of standardization. One of them is 
Jelenc [27] who detected a massive increase in entities that utilized trust 
to establish and share information in 5G networks. In this regard, he also 
observed an absence of standards that enable us to share such infor
mation. Thus, the author proposed a general framework to make an 
easier trust information exchange through the definition of a message 
structure and an appropriate protocol. Despite this research is more 
focused on technical details rather than theoretical aspects, it is another 
contribution toward trust unification. At the same time, it also intends to 
speed up the information exchange once the trust and reputation model 
is determined. Due to the fact that this approach was presented from a 
technological point of view, Table 1 and, more specifically, Table 2 
depict this research as the most underrepresented one regarding prop
erties, features, and components. 

Finally, Ylianttila et al. provided a white paper with the most rele
vant research challenges and recommendations to follow for trust, se
curity, and privacy beyond 5G networks such as the upcoming 6G era 
[28]. Regarding trust, the authors encouraged its use as a mechanism to 
ensure secure information exchange with third parties and to protect 
communicated data from being accessed by unauthorized parties. One of 
the main recommendations to be taken into account to enable trust 
network deployment is to assign a global and unique identifier/locator 
for each device, which was also described by Gómez Mármol and Mar
tínez Pérez [16]. In particular, the authors proposed stable IDs to allow a 
proper gathering of trust and reputation information, as well as identi
fying bad or unusual devices’ behaviors [28]. Another recommendation, 
as well as a challenge, is to empower the deployment of a trust man
agement model as a centralized, distributed, or hybrid approach ac
cording to use case requirements. Finally, since given benchmarks try to 
direct the readers toward the generation of trust models as abstract as 
possible, the authors suggested a set of model components that consists 
of gathering, processing, storing, distributing stakeholders’ evidence, as 
well as making decisions. This should also withstand common trust and 
reputation attacks. 

Notwithstanding that there is not a standardization proposal [29], a 
new investigation, centered on 6G initiatives, is currently considering 
trust as a primordial element in their approaches. Ramezanpour et al. 
argued the indispensable requirement of integrating zero trust principles 
into 6G [29]. In this vein, the authors designed an intelligent zero trust 
architecture (i-ZTA) for untrusted networks which contemplated prop
erties such as dynamicity, context-dependence, and integrity, among 
others. Furthermore, i-ZTA intended to ensure both data sharing and 
communications from 5G core to tactical edge networks. 

2.2. Research projects toward trust models beyond 5G 

Given the massive increase in the number of devices, together with 
the growth of activities and available connections between devices that 
interact on the Internet, this entails a rise of possible security risks and 
threats. The generation of trust models is an engaging field that allows 
establishing cross-domain network connections reliably, avoiding 
possible connections that endanger the integrity of user data or 
compromise the security of service providers and end users. Thence, the 
trust and reputation model beyond 5G is a topic not widely covered and 
under the spotlight of some European research projects. In particular, 
the EU Research and Innovation programme called H2020 [30], in 
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which both European and US researchers, enterprises, and institutions 
may work together [31], has financed multiple kinds of researches to 
cover the current lack of trust standardization. Nonetheless, most of 
them are in early stages, and consequently, certain information about 
trust model properties, features, or components is not yet available. In 
this regard, Table 1 and Table 2 represent the common properties of 
trust model standardizations found in literature and discussed above. 

In terms of potential US research funding sources, we identified a 
recent National Science Foundation’s program that supports research 
and innovation initiatives via open calls. In particular, the Secure and 
Trustworthy Cyberspace (SaTC) program endeavors to boost small and 
medium projects that cope with cybersecurity and privacy risks in so
ciety [32]. Among the principal research topics of interest, the National 
Science Foundation emphasizes the use of techniques for building trust 
in cyberspace such as leveraging trust frameworks and models in cloud 
computing environments, considering zero trust architectures, and 
exemplifying trust via transparency and accountability metrics. None
theless, there is not currently a list of proposals accepted, and conse
quently, the final areas to be addressed by the SaTC calls are not 
available. It is worth noting that the authors of the present article con
ducted a review in other US foundations with academic disciplines in 
computer science such as the Advanced Scientific Computing Research 
(ASCR), the US. Department of Defense (DoD), and the James S. 
McDonnell Foundation (JSMF). However, no research projects were 
found working on 5G trust models. Similarly, China research funding 
sources such as the 973 Program and the Torch Program were consulted, 
however, no projects addressing the issue of trust models in 5G were 
found. 

Among the funded H2020-EU projects, 5G-ENSURE started an ab
stract trust modeling for 5G networks [33]. In this approach, trust is 
understood as a decision to accept (or not) risks arising from threats. The 
authors carried out the deployment of an asset-centric tool (named Trust 
Builder) that identifies threats that may compromise a stakeholder based 
on links established by assets. For threats identification, they used a set 
of ontologies to represent primary and secondary (they are propagated 
through the system) security threats associated with assets and different 
use cases. After that, a set of security measures (controls) is supplied to 
prevent them and establish which is responsible for each control. Global 
trust among stakeholders is determined from a list of primary and sec
ondary threats that generate the increase or loss of trust, and therefore 
the establishment of a network connection between them. But, from our 
standpoint, this trust model is mainly centered on risk determination 
and mitigation, but it does not consider a set of common characteristics 
that other trust and reputation models have; for instance, indirect rec
ommendations, forgetting factor, or even the definition of trust com
ponents or modules. 

Another H2020-EU project is Cyber-Trust that deals with cyber- 
intelligent threat information gathering to cover some IoT security 
challenges [34]. Although the focus of this project is related to the 
detection and mitigation of risks, vulnerabilities, and threats, also 
contemplating Trust Management Systems (TMS) benefits. To this effect, 
they make use of a trust system management that has a central role in 
the Cyber-Trust platform since it is responsible for calculating both trust 
and risk levels. Then, these scores are used to trigger actions that 
redefine current communication rules and serve as a link to peer-level 
trust management systems for exchanging trust assessments. As this 
project is underway, there is not much information that is currently 
available. So, we are aware of the TMS contains a gathering information 
component/module that collects information from a vulnerability 
database, network architecture, and asset repository, among other 
sources. As well, the TMS calculates overall trust and risk scores and 
stores them in a database, and finally, it decides to accept or reject re
quests for the Cyber-Trust system modules. In short, the available in
formation at this moment does not provide technical details but verifies 
that the system complies with the basic modules of information collec
tion, computing, storage, and dissemination. We hope that next reports 

provide more technical details to compare synergies between trust 
models beyond 5G and the trust (pre)-standardization approaches. 

Given the relevance of trust and reputation models in 5G telecom
munication networks, not only 5G-ENSURE, Cyber-Trust, and SaTC 
consider the trust factor in their proposals. INSPIRE-5Gplus is another 
H2020-EU project that envisages trust management as an essential 
property [35]. Notably, INSPIRE-5Gplus aims to develop a trustwor
thiness end-to-end smart network and service security management 
framework across multi-domains. Even though INSPIRE-5Gplus is in an 
early stage, it is possible to identify that a trust manager mechanism will 
be developed to gather trust and reputation information from Secure 
Service Level Agreements, among other dimensions. This information 
acquired from multiple monitored 5G entities will be measured and 
assessed through multiple trust levels. After that, it will be shared with 
end users in 5G virtualized networks and security management entities 
in a safe and trustable way. INSPIRE-5Gplus will also consider the main 
components that trust model (pre-)standardization proposed years ago. 

Finally, another ongoing European research project is MonB5G [36], 
which is focused on distributed management of network slices. Despite 
the project is not centered on trust models or trust management ap
proaches, it considers trust-based mechanisms as a method capable of 
efficiently assisting in the security of network slice management. For this 
reason, MonB5G attempts to carry out a deliverable where trust models 
and trust management approaches will be addressed. Nonetheless, and 
as the previous projects Cyber-Trust [34] and INSPIRE-5Gplus [35], it is 
also in an early stage, and hence, we are not able to know technical 
information regarding trust model or trust management approaches that 
they will utilize. Nonetheless, it is imperative to highlight another 
research project beyond 5G [37] contemplating trust model as a 
mechanism to help increase the security level of various environments 
that make up 5G networks. 5GZORRO aims to design a security and trust 
framework integrated with 5G service management platforms, by 
following zero trust principles in distributed multi-stakeholder envi
ronments [37]. It is worth noting that our reputation-based trust model, 
being presented in this article, is inspired by the 5GZORRO trust 
objectives. 

2.3. Trust model standardization from regulatory organizations 

Regulatory bodies, together with investigation groups and projects, 
are interested in trust concept unification to homogenize trust enforce
ment both in industry and in the research field. In this regard, there are 
more and more proposals recorded with the aim of standardizing trust 
models or even providing trust architectures that consider the most 
pivotal fundamentals. Table 1 and Table 2 compare the main properties, 
features, and components took into account by them. 

Among regulatory bodies involved, we can stand out the Interna
tional Telecommunication Union (ITU), particularly a subgroup dedi
cated to providing recommendations named ITU-T. This regulatory body 
has multiple documents related to trust considerations such as ITU-T 
Y.3052 [38], Y.3053 [39], and Y.3054 [40]. 

In the case of the ITU-T Y.3052, it is concentrated on trust provi
sioning in ICT infrastructures and services. Nevertheless, trust is 
addressed as previous trust model standardizations. ITU-T Y.3052 
tackled paramount features and introduced the main modules/compo
nents to develop a trust framework. About features, ITU-T Y.3052 
contemplated two main sources, direct trust and indirect trust. It is 
worth pointing out that the trust concept may also cover security and 
privacy aspects, which broaden trust boundaries as well as contributing 
to generate a more complete trust model (see Fig. 1). Finally, this 
recommendation document took into account a set of processes for trust- 
provisioning (data collection, management, analysis information, 
dissemination, and trust information lifecycle management), which co
incides with standardization proposals such as Gómez Mármol and 
Martínez Pérez [16], Costagliola et al. [21], and Ylianttila et al. [28]. 
The data collection, management, analysis information, and 
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dissemination are mapped with the information gathering component, 
and the trust information lifecycle management covers the trust calcu
lation, storage, and decision-making components (see similarities be
tween Table 1 and Table 2). Two principal absences were identified in 
this document. Trust provisioning was only applied to end users (ICT 
context) so trustworthy end-to-end relationships were not guaranteed, 
and on the other hand, requirements and KPIs beyond 5G networks were 
not taken into account because this approach was proposed considering 
the needs of 2017 networks. 

In the case of the ITU-T Y.3053 [39], it was a trustworthy networking 
conceptual model that included features and requirements of identifi
cation, trust evaluation, and trustworthy communication. In the manner 
of Gómez Mármol and Martínez Pérez [16], Bøegh and Yuan [17], 
Costagliola et al. [21], and Ylianttila et al. [28], it was also in favour of 
using IDs to identify network elements and build trust relationships. It 
should note that ITU-T Y.3053 boosted a trust-centric network domain, 
in consequence, some high-level or functional requirements could not be 
applied. Among them, we can emphasize the trustworthy communica
tion links based on trust level properties, the trust information lifecycle 
management support, and the domain policies settlement. Last, but not 
least, the ITU-T Y.3054 contemplated the use of trust as a feasible 
mechanism to dwindle risks in media server [40]. In this sense, the 
ITU-T Y.3054 presented a group of trust requirements that trust-based 
media services should support. These were divided into the main trust 
model components: trust data collection, trust analysis, trust applica
tion, and trust management. Among the most relevant requirements, we 
can identify the pre-processing of collected data, trust quantification (i. 
e., a real number), ID management, applying analyzed trust to content, 
multiple trust evaluation methods, and so on. In the end, the ITU-T 
group was the pioneer in identifying a small set of requirements asso
ciated with trust and reputation models. Nonetheless, ITU-T Y.3054 did 
not contemplate other paramount properties of trust and reputation 
models such as recommendation’s credibility, user’s satisfaction, or 
forgetting factor, which guarantee an accurate and trustworthy model. 

Similarly, the ITU-T X.5Gsec-t group is developing a security 
framework based on trust relationship for a 5G ecosystem [41]. Despite 
the initiative is at an early stage, it is possible to pinpoint multiple key 
ideas under its framework. The main goals are to (i) recognize stake
holders involved in a 5G ecosystem for detecting usual threats, along 
with assigning their security responsibilities, and to (ii) determine se
curity borders among stakeholders as well as establishing a security and 
trustworthiness relationship. Currently, among the most relevant trust 
factors, the proposal introduces reputation, ability to execute contracts, 
promise-broken punishment, and independence. In this vein, trust level 
is also influenced by the importance of assets, geographic scope, and 
severity that will allow obtaining different trust levels divided into low, 
medium, and high trust. As stated above, it is still a draft that needs to 
mature in future iterations, so there are unknown notions such as the 
expansion of the current trusted properties, the techniques used to 
determine trust level, how the trust level will be penalized through 
promise-broken punishment mechanisms, and so on. 

The International Organization for Standardization (ISO) is also 
another regulatory institution that is interested in the use of trust as an 
enabler to enhance information technology. Specifically, through ISO/ 
IEC TR 23186:2018 it is endeavored to increase security and trust levels 
of multi-sourced data processing in cloud computing [42]. The ISO 
developed a framework of trust for the handling of multi-sourced data 
that covered data use obligations and controls, data provenance records, 
quality and integrity, chain of custody, immutable proof of compliance, 
security, and privacy. Even though the previous document is classified 
as a non-open source of information, its purpose is mostly focused on 
identifying trust elements that guarantee reliable data processing. Thus, 
the ISO considered properties such as chain of custody, immutable proof 
of compliance, quality and integrity of data provenance, and so on. 
Nevertheless, no trust features, modules, and phases have been recog
nized among the main themes of the document. 

Another regulatory body is the National Institute of Standards and 
Technology (NIST), which recently presented a Zero Trust Architecture 
(ZTA) [10]. This technical report mainly introduced basic concepts and 
logical components that any architecture must contain for fulfilling a 
zero trust approach. Regarding basic concepts and meaning of zero trust, 
this approach considered multiple properties that previous trust model 
(pre-) standardizations, both research papers and research projects, had 
in mind. One of the most relevant properties is the continuous analysis 
and evaluation of assets and subjects trust, which was previously 
introduced as dynamic trust in Trček [15], Gómez Mármol and Martínez 
Pérez [16], Costagliola et al. [21], and Kanwal et al. [23]. Besides, the 
ZTA ought to be applied to end-to-end relationships using an access 
control mechanism to determine who (or which entity) owns the 
necessary permits. Another property shared with previous proposals was 
the forgetting factor [15], [16], [17], and [19] in the sense that two 
requests for the same resources, after a while, will need a new estab
lishment of trust. In addition, the ZTA also contemplated new or missing 
features such as avoiding implicit trust, i.e., mistrust of resources or 
entities within the same organization, time limited to resources together 
with access control and policies, and non-transitive [21], in the vein of 
two requests to two resources (at the same time and provider) require 
two trust evaluations. Even though the ZTA proposal was centered on 
zero trust in the business security environment, many considerations 
and characteristics can be introduced to other environments. Similarly, 
other considerations may be applied to the ZTA approach in order to 
cover some missing points such as subjectivity problem (avoid mis
interpreting of a personalized trust evaluation), user’s satisfaction, rec
ommender’s credibility, or how to quantify the trust score. 

To conclude, Table 1 and Table 2, which are related to subsections 
2.1, 2.2, and 2.3, summarize the main characteristics collected from 
trust and reputation model standardization proposals. It can be appre
ciated how the last years have grown the number of papers, projects, and 
regulatory organizations interested in such topic. From the properties 
point of view (see Table 1), it can be esteemed as the dynamicity, 
context-dependence, and the use of infinitesimal values (i.e., continuous 
[43] or discrete [44] quantitative values) underline a clear trend over 
the years. Nonetheless, there are other properties such as entity identity 
(identification, authentication, and authorization) and privacy- 
preserving that have gained more bearing in recent years, even though 
there were previous ground-breaking approaches which took into ac
count ([16], [17], [22], [23]). 

In the second place, Table 2 also highlights interpretation and design 
movements of trust and reputation models in multiple environments. 
Not only features such as direct and indirect trust were identified as a 
basis of all trust and reputation models over the years, but also the 
consideration of essential components or modules that make up such 
models. In fact, the last one (the Reward & Punish component) was 
underrepresented from 2014 to 2020. It might be associated with the 
settlement of general actions under those components, and therefore, 
they did not focus their researches on the adaptation or improvement of 
the components but the identification of features and properties. Af
terward and due to the emergence of novel decentralized technologies 
along with 5G networks, researchers and regulatory organizations have 
newly considered the investigation and adaptation of trust model com
ponents as a theme to be treated in order to adjust outdated trust models 
to new requirements and characteristics beyond 5G scenarios. Similarly, 
other features such as resilience attacks were also contemplated to cover 
previous absences. 

To the best of our knowledge, multiple trust standardization models 
were proposed over the years, nevertheless, no pre-standardization trust 
and reputation model has been found that contemplates a set of abstract 
requirements and KPIs beyond 5G as a basis for their generation. By 
means of investigation tackled in Section 2, it was possible to identify 
multiple sets of requirements and KPIs. Thus, Section 3 gathers pre-5G 
and new 5G/B5G requirements and KPIs for suitable trust and reputa
tion models. In the same way, the notions learned through this section 
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boost to propose our recommendations to assemble abstract trust and 
reputation models aligned with the 5G ecosystem. As it can be appre
ciated in Table 1 and Table 2, our model endeavors to cover some ab
sences identified in the literature such as considering user’s satisfaction, 
recommender’s credibility, forgetting factor, or privacy-preserving. At 
the same time, the reputation-based trust model proposed in this 
manuscript overcomes feasible security threats like the duplication of 
identities by not contemplating a mechanism to identify the users 
involved in the trust model (see identity property in Table 1). Similarly, 
our model also considers a reward and punish mechanism (see compo
nents in Table 2) to encourage honest users’ behavior as well as to 
provide truthful recommendations. More information on the challenges 
addressed and the considered techniques are detailed in Section 4. 

3. Requirements and KPIs progression from pre-5G to beyond 5G 

Notwithstanding that the trust model concept is familiarized for 
ages, these are constantly being iterated, adjusted to current needs and 
environments, and improved. It is for this reason that although such 
models continue to have a multitude of similarities such as properties, 
features, or even modules that make them up, in contrast, the re
quirements and KPIs have varied over time. Standardly, the re
quirements are understood as a set of specific needs that a trust model 
must meet to communicate with other entities. On the other hand, KPI 
means a kind of metrics that allow identifying through the deployment 
of the requirements, if minimum performance measures are met. One of 
the reasons why requirements and KPIs evolve is due to their close 
relationship to the technologies, the development environments, trust 
model scope, and so on. In this sense, requirements and KPIs are con
cepts to be examined in trust models, and consequently, this section 
pinpoints the key requirements and KPIs from previous trust model 
standardizations, how these standardizations satisfied them, and how 
requirements and KPIs are evolved toward 5G trust models. 

Even though previous trust model standardization proposals were 
focused on a multitude of areas and environments, this section also re
caps a set of abstract requirements and KPIs which might be applied in 
most scenarios. In addition, summary tables with the most relevant re
quirements (see Table 3, Table 4, and Table 5) and KPIs (see Table 6 and 
Table 7), from previous standardizations and future trust models beyond 
5G, are located at the end of each subsection. Note that the requirements 
are divided into two main sorts, high-level (H) and functional (F), rep
resenting abstract properties that trust models ought to consider and 
depicting technical characteristics of configuration or deployment, 
respectively. 

3.1. Pre-5G trust model requirements 

Before introducing the set of high-level and functional requirements, 
it is required to mention the nomenclature to be employed. In particular, 
pre-5G trust model requirements are going to be expressed as Pre5G-Rx- 
H or Pre5G-Rx-F, where Rx is the number associated with the require
ment; H means high-level; and F stands functional. It should be pointed 
that the number of requirements in Table 3, Table 4, and Table 5 is based 
on the least forcing thread of storyline. 

In the case of Gómez Mármol and Martínez Pérez [16], they intro
duced multiple transcendental requirements. First and foremost, they 
presented a high-level trust model architecture (Pre5G-R2-H) and 
considered entity identification (Pre5G-R5-F) to prevent a malignant 
entity (Pre5G-R13-F) from exiting and entering system without being 
penalized, or even with a higher trust score in the event that it was 

Table 3 
Requirements of pre-5G trust model standardizations.  

ID Requirement Refs. 

Pre5G- 
R1-H 

Trustworthiness model should be public [17] 

Pre5G- 
R2-H 

Trust models should have a layered architecture [16,19] 

Pre5G- 
R3-H 

Generating fundamental concepts (ontology) [21] 

Pre5G- 
R4-H 

Equal access to data should be a basis for information 
gathering 

[17,21] 

Pre5G- 
R5-F 

Entities should have a real, known, and privacy- 
preserving identifier 

[16,17] 

Pre5G- 
R6-F 

Auditing of actions related to trust models should be 
available 

[17] 

Pre5G- 
R7-F 

Trust evaluation should be based on objective 
evidence and not biased 

[16,17] 

Pre5G- 
R8-F 

Active and passive information gathering 
mechanisms 

[16,17,19–24, 
28] 

Pre5G- 
R9-F 

Trust models should be able to discriminate incorrect 
ratings 

[22] 

Pre5G- 
R10-F 

Trust models should be evaluated using a sufficient 
amount of information 

[22] 

Pre5G- 
R11-F 

Entities should not be able to supply or compute its 
own trust score 

[22] 

Pre5G- 
R12-F 

Newcomers should not gain advantage and be 
penalized 

[16,22] 

Pre5G- 
R13-F 

Trust models ought to identify and mitigate common 
trust attacks 

[16,17,21] 

Pre5G- 
R14-F 

Trust models should not introduce a high bandwidth 
and energy consumption overload 

[16] 

Pre5G- 
R15-F 

Trust assessments should be classified by levels, 
ranges, or any other representative measure 

[15–17, 
19–23,27,28] 

Pre5G- 
R16-F 

Trust values should be saved for future evaluations [16,21] 

Pre5G: Requirement prior to 5G. 

Table 4 
Requirements for 5G and beyond 5G trust models.  

ID Requirement Refs. 

(B)5G- 
R1-H 

Trust as a distributed service [35,37] 

(B)5G- 
R2-H 

Trustworthiness relationships should be established end- 
to-end 

[10,33,35, 
37] 

(B)5G- 
R3-H 

Trust communications should be intra- and inter-domain [10,35,37] 

(B)5G- 
R4-H 

Trust models should be compatible with zero-touch 
network and service management 

[35,37] 

(B)5G- 
R5-H 

Zero trust is an essential approach for trust models [10,37] 

(B)5G- 
R6-H 

Zero trust should contemplate policies based on dynamic 
risks 

[10] 

(B)5G- 
R7-H 

Trust models should be efficient and scalable [10,33–37] 

(B)5G- 
R8-H 

Trust assessments should have a maximum time slot and 
consider task sensitivity 

[10,37] 

(B)5G- 
R9-H 

Trust computation should be evaluated before providing 
access over resources 

[10,33–37] 

(B)5G- 
R10-F 

Trust establishment processes should provide an 
automatic renegotiation when an entity is joining or 
leaving a trust link 

[37] 

(B)5G- 
R11-F 

Information gathering should be a continuous process [10,37] 

(B)5G- 
R12-F 

Pre-processing of collected data is necessary [40] 

(B)5G- 
R13-F 

Trust information lifecycle management should be made 
up of planning, creation, allocation, modification, and 
deletion 

[34,37,39] 

(B)5G- 
R14-F 

Interfaces for exchanging trust information is required [37,40] 

(B)5G- 
R15-F 

Trust models should take into account domain policies [35,37,39] 

(B)5G- 
R16-F 

Trust models should not rely on their default domain 
entities 

[10,37] 

(B)5G- 
R17-F 

Trust models should make a decision on routing paths of 
incoming/outcoming packets according to trust levels 
and domain management policies 

[33–35,37, 
39] 

(B)5G- 
R18-F 

Privacy-preserving for user data should be guaranteed [10,33–37, 
40] 

(B)5G: 5G and beyond 5G requirement. 
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considered a newcomer (Pre5G-R12-F). This pre-standardization 
approach not only contemplated direct trust experience but also rec
ommendations or opinions (Pre5G-R8-F). At the same time, they took 
into account the overload (Pre5G-R14-F) that trust models may generate 
over the systems. In this vein, it is essential that trust models cut down 
on bandwidth and energy consumption as much as possible, otherwise, 
it can be a drawback when introduced into environments as Wireless 
Sensor Networks, among others. Finally, Trček [15] and Gómez Mármol 
and Martínez Pérez [16] declared that trust evaluations need to be 
quantized (Pre5G-R15-F) and they should be stored to have a basis for 
future relationships with the same entities (Pre5G-R16-F) [16]. 

In the case of previous trust model requirements, by means of Bøegh 
and Yuan [17], we can identify an initial set of requirements that 
trustworthiness management systems had. The trust models should 
present a public schema (Pre5G-R1-H) to enable other entities to 
reproduce the same steps. In this regard, the trust model introduced 
transparency in allowing other authors to iterate on the model if certain 
shortcomings are detected. Via public schemas, it was also possible to 
audit some actions regarding trust models (Pre5G-R6-F), in the sense of 
checking misconduct and likely finding out conventional trust attacks. 
With regard to misbehavior checking, it was established the need for 
uniquely identifying all entities participating in trust models 
(Pre5G-R5-F). Through these identifiers, it would be possible to carry 
out several actions such as registration, identification, authentication, 
and authorization (Pre5G-R4-H) of all parties involved, and even to 
tackle well-known trust attacks such as the Sybil attack (Pre5G-R13-F). 
Lastly and like Gómez Mármol and Martínez Pérez [16], Bøegh and Yuan 
also declared another basic requirement, the use of objective evidences 
(capability and performance) which allows making and getting more 
trustworthy assessments (Pre5G-R7-F) [17]. 

Through Vinkovits’ research [19], it can be recognized requirement 
of employing a clear and layered trust architecture (Pre5G-R2-H) that 
facilitated the division of a trust model into submodules or components, 
thus allowing the main tasks of the model to be identified more quickly. 
In order to converge toward a shared ontology of trust models, Cos
tagliola et al. proposed to generate fundamental concepts (ontology) for 
reusing metrics and parts of trust models (Pre5G-R3-H) [21]. In this way, 

the author also introduced requisites regarding the mechanism for 
obtaining as many trust features (active or passive) as possible 
(Pre5G-R8-F) and controlling the access to the same information by 
entities involved (Pre5G-R4-H). Additionally, their pre-standardization 
approach also looked at resilience to common attacks (Pre5G-R13-F) 
such as ballot stuffing, Sybil attack, whitewash, etc. 

In the Vavilis et al.’s work [22], the authors elicited the main re
quirements for reputation systems together with features needed to 
fulfill. Among the most relevant ones were the discrimination of incor
rect ratings (Pre5G-R9-F) to increase accuracy system, as well as 
considering multiple dimensions (Pre5G-R8-F) to assess another entity 
with a minimum amount of trust information (Pre5G-R10-F). In addi
tion, a newcomer entity should not gain advantages nor be penalized 
(Pre5G-R12-F), as well as entities should not be able to modify or 
calculate their own trust values (Pre5G-R11-F). Thus, considering the 
previous requirements described by Vavilis et al. [22], our trustwor
thiness model will endeavor to avoid a set of malicious practices that 
could lead to a lack of precision in the measures and the arrival of at
tacks. With a view to solving the previous requirements, the authors 
introduced some features in their model such as determining trust
worthy users along with characterizing their behavior (Pre5G-R9-F), 
considering additional trust information if needed (Pre5G-R10-F), pro
tecting trust values against unauthorized manipulation (Pre5G-R11-F), 
and determination of default values carefully (Pre5G-R12-F). 

3.2. 5G/B5G Trust model requirements 

As above-mentioned, the trust field continues to progress constantly, 
and in fact, in recent years with the arrival of 5G new needs have 
emerged which should now be covered. The end-to-end trustworthiness 
chains, the automation of processes driven by novel zero-touch ap
proaches, and the circumvention of default trust are just some aspects 
that 5G/B5G trust models should address. These new aspects are the 
reason why trust models need to be adapted to new technologies, ser
vices, stakeholders, and environments that appear from 5G enablers. In 
this sense, and after realizing in-depth research in current trust model 
papers, investigation projects, and regulatory bodies, Table 4 underlines 
the most relevant requirements that were not considered by previous 
proposals and they play a pivotal role to fulfill the 5G/B5G needs. In this 
case of 5G/B5G trust model requirements, Table 4 follows the nomen
clature (B)5G-Rx-H or (B)5G-Rx-F, where (B)5G stands 5G and beyond 
5G; Rx is the number associated with the requirement; H means high- 
level; and F stands functional. 

Among the new requirements that should be contemplated in 
refreshing 5G trust models, we can highlight novel end-to-end trust re
lationships ((B)5G-R2-H) since previous proposals mostly supplied 
trustworthiness to specific network segments. Another eye-catching 
characteristic is related to a trend of decentralized trust models ((B) 
5G-R1-H) as well as the elimination of a central trustor entity. The 
arrival of distributed ledger technologies (DLTs) has introduced im
provements such as multi-domain interconnection ((B)5G-R3-H), data 
immutability, security by cryptography, privacy-preserving ((B)5G-R18- 
F), and shared data among peers ((B)5G-R14-F). In concert with DLTs 
and distributed environments, future trust models ought to incorporate 
intra- and inter-domain policies ((B)5G-R15-F) that allow adjusting 
current decisions to dynamic risks ((B)5G-R6-H), task sensitivity ((B)5G- 
R8-H), previous interactions, trust scores ((B)5G-R17-F), and so on. An 
initiative powered by the NIST [10], and also considered in trust models 
beyond 5G, it is the absence of trust ((B)5G-R5-H, (B)5G-R16-F) between 
entities in the same domain, between entities with previous relation
ships, or between entities before requesting access to a service or 
resource ((B)5G-R9-H). In order to fulfill the zero trust requirement, 
trust models may make use of access control mechanisms ((B)5G-R9-H) 
that enable identification, authentication, and authorization of all en
tities involved in trust processes. 

In the end, trust models beyond 5G will facilitate automated, 

Table 5 
Requirements for 5G and beyond 5G trust models previously considered.  

ID Requirement Refs. Prior Reqs. 

(B)5G- 
R19- 
F 

Trust models can also cover security and 
privacy aspects 

[10, 
33–38] 

Pre5G-R5-F, 
Pre5G-R13-F 

(B)5G- 
R20- 
F 

Entities’ trust model should be managed 
by identifiers and locators 

[10,37, 
39] 

Pre5G-R5-F 

(B)5G- 
R21- 
F 

Information gathering should be carried 
out from multiple sources 

[37,40] Pre5G-R8-F, 
Pre5G-R10-F 

(B)5G- 
R22- 
F 

Trust values should be quantized [33–37, 
39] 

Pre5G-R15-F 

(B)5G- 
R23- 
F 

Trust values should be stored to keep 
the track over time 

[37,39] Pre5G-R16-F 

(B)5G- 
R24- 
F 

Trust levels should be validated after 
trust evaluation process 

[39] Pre5G-R6-F 

(B)5G- 
R25- 
F 

Trust models should consider IDs and 
locators for access and delivery control 

[10,37, 
39,40] 

Pre5G-R5-F 

(B)5G- 
R26- 
F 

A newcomer should possess a regulated 
initial trust 

[37,40] Pre5G-R12-F 

(B)5G- 
R27- 
F 

Trust models should withstand and 
detect common attacks 

[37] Pre5G-R9-F, 
Pre5G-R13-F 

(B)5G: 5G and beyond 5G requirement. 
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efficient, and scalable processes ((B)5G-R7-H), that will empower trust 
information lifecycle management ((B)5G-R13-F) taking into account 
general requirements. Thus, trust processes such as data pre-processing 
((B)5G-R12-F), information gathering ((B)5G-R11-F), and trust estab
lishment ((B)5G-R10-F) need to be automatized as far as possible to 
comply with innovative zero-touch approaches ((B)5G-R4-H). In this 
vein, it is hoped the set of abstract requirements identified in Table 4 
(together with Table 5) afford generating an abstract trust model which 
boosts its subsequent application within the wide variety of scenarios 
envisaged in 5G. 

After eliciting the most relevant requirements from previous trust 
model standardization documents on the state-of-the-art (see Table 3), 
and what new requirements have been incorporated (see Table 4), the 
next step is to determine what previous requirements continue to be 
taken into account in the beyond 5G trust models (see Table 5). 
Regarding Table 3, many requirements are considered fundamentals, 
and therefore, they are indirectly propagated toward news trust models. 
This is the case of Pre5G-R1-H, Pre5G-R2-H, and Pre5G-R4-H that 
contribute to the creation of a fair trust model. Nonetheless, these re
quirements are now considered common principles to all trust models 
beyond 5G, hence they are not introduced as novel requirements, but 
they are an intrinsic part of the trust models. 

About previous fundamental requirements, we also have transitive 
requirements which are still contemplated in 5G trust models. These 
requirements address similar objectives, but they are partially rewritten 
from functionalities and characteristics of current technologies and 
deployment environments. By means of these requirements, 5G and B5G 
trust models not only preserve a common basis with other previous 
standardizations but also allow enforcement with previous scenarios 
and networks. In order to stand out these transitive requirements, 
Table 5 groups the most essential ones. In the case of previous re
quirements about data privacy-preserving (Pre5G-R5-F) and user pro
tection (Pre5G-R13-F), the requirements (B)5G-R19-F, (B)5G-R20-F, 
and (B)5G-R25-F intend to cover the main objectives, however, the 

current technologies working on privacy-preserving and user protection 
areas have evolved. In this sense, trust models beyond 5G could utilize 
new approaches such as decentralized identity management [45] that 
supports a distributed trust model. Similarly, other matches can be 
detected in requirements Pre5G-R6-F regarding trust model auditing 
and Pre5G-R12-F about inappropriate default value for newcomers. 
They are subsequently tackled in 5G trust models via (B)5G-R24-F (trust 
levels verification) and (B)5G-R26-F (regulated initial trust value), 
respectively. Finally, there are also previous requisites such as infor
mation acquisition from several dimensions and sources (Pre5G-R8-F, 
Pre5G-R10-F), utilization of ranges or levels to express trust scores 
(Pre5G-R15-F), storage of previous relationships and evidence 
(Pre5G-R16-F), and responding to potential attacks (Pre5G-R9-F, 
Pre5G-R13-F), that must continue to be dealt even though information 
sources ((B)5G-R21-F) quantified trust measures ((B)5G-R22-F), the 
technologies to keep the track over the time ((B)5G-R23-F), or kinds of 
attacks ((B)5G-R27-F) have progressed over the years. 

After introducing the requirements expected for 5G and beyond 5G 
trust models, it can be observed that only 9 of identified 27 requirements 
were covered by former trust model proposal standardizations (see 
Fig. 2). This is due to the fact the 9 orange hexagons allude to transitive 
requirements from prior 5G trust models to 5G and B5G trust models. In 
other words, requirements previously defined before 5G and partially 
rewritten to be compatible with the current technologies and de
ployments scenarios. Conversely, the 18 green circles depict novel re
quirements for 5G and B5G trust models, and because of that, they could 
not be considered by previous trust approaches and are not linked to 
previous standardization proposals in Fig. 2. In this vein, it would be 
advisable to promote new proposals for trust model standardizations 
that cover the requirements not considered by the current ones. To deal 
with it, we submit a set of recommendations for reputation-based trust 
models beyond 5G in Section 4. 

3.3. Pre-5G trust model KPIs 

Indirectly related to requirements, another measure, which has 
recently been used at an organizational level, is the KPIs. As mentioned 
above, these are a sort of quantifiable measurements normally utilized to 
measure our performance to fulfill positive results. Nevertheless, the KPI 
concept began to be recently utilized as earlier performance evaluations 
were not as necessary as they are now. Besides, KPIs tend to be more 
focused on projects both in the business field and in important RIA-type 
research (Research and Innovation Actions). 

Since the identified European projects are centered on the generation 
of 5G/B5G technology standards, a subset of KPIs has been perceived 
through requirements to be met by associated trust models. In this sense, 

Table 6 
KPIs of pre-5G trust model standardizations.  

KPI Definition Refs. Related Reqs. 

Pre5G- 
KPI 1 

Trust models will detect malicious 
collusion generated by Sybil 
attacks 

[16, 
21] 

Pre5G-R13-F 

Pre5G- 
KPI 2 

Trust models will not be 
mathematical models but 
deployment models 

[19] Pre5G-R6-F, Pre5G- 
R10-F, Pre5G-R15-F, 
Pre5G-R16-F 

Pre5G- 
KPI 3 

Trust models will provide QoS 
transparency 

[23] Pre5G-R6-F, Pre5G-R7- 
F, Pre5G-R16-F 

Pre5G: KPI prior to 5G. 

Table 7 
KPIs of 5G and beyond 5G trust models.  

KPI Definition Refs. Related Reqs. 

(B)5G- 
KPI 1 

Trust models have to automatize trust establishment processes by overcoming a minimum user 
satisfaction factor 

[10,37] (B)5G-R4-H, (B)5G-R5-H, (B)5G-R7-H, (B)5G- 
R10-F 

(B)5G- 
KPI 2 

Cross-domain trust establishment has to involve more than two stakeholders and establish an end-to-end 
relationship with the lowest connection attempts per domain 

[37] (B)5G-R1-H, (B)5G-R2-H, (B)5G-R3-H, (B)5G- 
R4-H, (B)5G-R5-H 

(B)5G- 
KPI 3 

Trust information gathering process will acquire data from multiple dimensions/sources [35–37, 
40] 

Pre5G-R8-F, Pre5G-R10-F, (B)5G-R11-F, (B)5G- 
R14-F, (B)5G-R21-F 

(B)5G- 
KPI 4 

Trust models will enable its automatic renegotiation with previous entities converging in the lowest 
algorithm iterations 

[37] (B)5G-R5-H, (B)5G-R7-H, (B)5G-R10-F, (B)5G- 
R13-F 

(B)5G- 
KPI 5 

Trust models will identify and mitigate as many common trustworthiness attacks as possible [37] Pre5G-R9-F, Pre5G-R13-F, (B)5G-R19-F, (B)5G- 
R27-F 

(B)5G- 
KPI 6 

Trust models have to bear distributed, shared, cryptographically secure, and immutable technologies [35–37] Pre5G-R16-F, (B)5G-R1-H, (B)5G-R3-H, (B)5G- 
R14-F, (B)5G-R19-F, (B)5G-R23-F 

(B)5G- 
KPI 7 

Entities involved in trust models have to possess unique, global, and privacy-preserving identifiers that 
can be requested in real-time and independently of geographical area 

[37] Pre5G-R5-F, (B)5G-R1-H, (B)5G-R18-F, (B)5G- 
R20-F 

(B)5G- 
KPI 8 

All external trust APIs are expounded via open and public specifications [37] Pre5G-R1-H, Pre5G-R8-F, (B)5G-R14-F 

(B)5G: 5G and beyond 5G KPI. 
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Table 6 depicts KPIs regarding trust model standardization papers from 
Section 2.1 and Table 7 contemplates 5G/B5G KPIs. These KPIs repre
sent three general aspects, but nowadays there are still papers based on 
trust models that do not comply with them [46,47]. In short, they cover 
points such as avoiding Sybil attacks (Pre-5G-KPI 1), checking that 
ideas, equations, and measurements allow satisfying minimum re
quirements (Pre-5G-KPI 2), and helping other users to reproduce pro
posed trust models through their features (Pre-5G-KPI 3). Mainly, these 
KPIs were addressed through an attack detection and mitigation system 
(Pre-5G-KPI 1), determining use cases where models could be replicated 
(Pre-5G-KPI 2), and considering non-subjective characteristics that 
allow honesty of the results of a trust model to be verified as QoS 
(Pre-5G-KPI 3). As well, Table 6 also contains a column to represent an 
association between requirements and KPIs (from Table 3), in the sense 
of how certain requirements will be measured to demonstrate their 
performance. 

3.4. 5G/B5G Trust model KPIs 

Regarding trust models’ KPIs in 5G/B5G networks, a set of technical 
indicators have been recognized from the 5GZORRO, INSPIRE-5Gplus, 
and MonB5G projects, as well as from the ITU-T and NIST organiza
tions. In particular, these KPIs are aimed at the appropriate measure
ment of the above requirements from Table 4 and Table 5. 

In the light of the fact that the authors of this article are involved in 
the 5GZORRO project daily, together with previous experience from 
other RIA projects, it was conceivable to discover a subset of realistic 
KPIs related to trust models beyond a 5G ecosystem. To the best of our 
knowledge, these KPIs are an abstract basis for trust models, however, 
some measurements could be slightly adapted to other use cases; for 
example, the maximum number of connections or algorithm iterations. 
5GZORRO expects to improve the current trust model status in 5G net
works, thence it contemplates novel technologies, mechanisms, and 
different use cases where KPIs should be evaluated [48]. Thus, from our 
point of view along with the ITU-T [40] and the NIST [10] documents, 
which are leading entities in the development and evolution of tech
nologies, an initial set of KPIs has been obtained (see Table 7). Note that 
these KPIs do not establish a maximum or minimum number in terms of 
interactions, attempts, dimensions, and attacks since these values should 
be finally calculated depending on technologies, characteristics, 
deployment scenarios. 

Among essential KPIs, we have identified a need to introduce an 
automatization or zero-touch approach into trust models to facilitate 
and encourage their use while presenting new features of trustworthi
ness models. Thus, a system could measure the fulfillment of this char
acteristic from a satisfaction value that involved users would generate 
based on their own policies, rules, and preferences ((B)5G-KPI 1). There 
are also KPIs that attempt to check a reasonable performance in end-to- 
end trust establishment ((B)5G-KPI 2) and to ensure that trust models 
have enough information sources for avoiding erroneous ratings ((B)5G- 
KPI 3). Another novel KPI is regarding the measurement of automatic 
trust relationships renegotiation, which is a trendy approach and needs 
to guarantee a minimum output based on the required algorithm itera
tions ((B)5G-KPI 4). Similar to Pre-5G-KPI 1, (B)5G-KPI 5 endeavors to 
ensure that trust models are resistant not only to the Sybil attack but also 
to other well-known attacks such as on-off or behavior attacks, among 
others. On another hand, new indicators like (B)5G-KPI 6 and (B)5G-KPI 
7 try to look over whether trust models comply with secure, privacy- 
preserving, and immutable approaches in real-time, and indepen
dently their geographical location. Last but not least, (B)5G-KPI 8 boosts 
a transparent and open trust model through the divulgation of external 
APIs used. 

After analyzing the requirements and KPIs, both previous approaches 
and new ones, we can conclude that current trust models have multiple 
similarities from the previous ones such as some modules or compo
nents, properties, and features. Nonetheless, a key effort ought to be 

covered under the adaptation of requirements and KPIs (see orange 
hexagons in Fig. 3), which have evolved over years to adjust technolo
gies and needs of new era telecommunication networks. As it can be 
appreciated in Fig. 3, there is still a huge work to include and cover the 
new requirements and KPIs expected beyond 5G (see green circles), 
which are also described in Table 4 and Table 7. Lastly, it should be 
underlined that requirements and KPIs depicted in Fig. 3 are not in any 
particular order, but it intends to maximize their visibility and for 
clarity’s sake 

4. Recommendations for suitable trust and reputation models 
beyond 5G 

Once the current 5G and beyond 5G requirements and KPIs have 
been identified, this section introduces a set of recommendations so as to 
design a reputation-based trust model that meets such requirements and 
KPIs. Thereupon, these recommendations represent the design princi
ples to be followed by high-level trust and reputation models. In addi
tion, the recommendations also propose cutting-edge technologies and 
approaches that may be contemplated to cover requirements and design 
universal trust models. 

5G networks have a distributed nature that is motivated by the 
emergence of new technologies and greater interconnection capacity 
between parties involved. First and foremost, the distributed paradigm 
is taking advantage of essential 5G characteristics such as speed up
grades, low latency, enhanced capacity, increased bandwidth, avail
ability, and coverage, which enable distributed computing and data 
processing without compromising user’s QoS [49]. In the second place, 

Fig. 2. Matching of previous trust model standardizations and requirements for 
5G/B5G trust models. 
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the growth of entities able to produce and propagate information has 
similarly been boosted with the 5G arrival. As a result, intra- and 
inter-domain connections have been enriched at the same time that a 
wide amount of information sources and data may help to improve trust 
model performance. Thereby, trust models should evolve toward new 
network approaches, technologies, and entity requirements. 

In order to incorporate trust as a distributed service, a feasible 
approach is the incorporation of DLTs into the lifecycle of trust and 
reputation models [47,50]. In particular, these technologies could be 
profitable in the information gathering component since they would 
facilitate data acquisition from multiple sources whereas ensuring data 
immutability, integrity, and decentralization (integrity property). 
Furthermore, distributed ledgers may be utilized as an alternative to 
third trusted parties, which verified the trust in the services and stake
holders [51]. Now, DLTs supply alternatives through their multiples 
consensus mechanisms, in which a consensus is achieved among all 
parties in a system [28]. In the same way, the incorporation of these 
technologies boosts more secure and privacy-preserving trust model 
approaches. Hence, DLTs also ensure data privacy-preserving through 
their encryption mechanism so that unauthorized persons cannot 
retrieve sensitive information. Regardless of the blockchain-type to use, 
these encourage robust solutions of trust models due to the fact that an 
entity is able to acquire not only a lot of information but also different 
kinds of information sources about a specific target, thereby generating 
a wide dataset. 

As aforementioned, trust models should be applied to both intra- and 
inter-domain communications, and therefore, these ought to contem
plate a novel principle named zero trust [10]. By means of a zero trust 
approach, all models must compute an entity’s score regardless of 
whether it is in a given trusted domain or another, whether it calculated 
a former trust relationship with that device or entity, or whether it is 
performing other different workloads with that same entity. Considering 
conventional trust models did not contemplate this property, which has 
been encouraged by the current large attack surface [52], it might be 
addressed through providing a set of policies and rules based on dy
namic intra- and inter-domain risks [10]. At the same time, trust models 
should also preserve their essence, in the sense of not losing efficiency 
and scalability while introducing advances such as automation through 
machine learning [53] and deep learning [54] techniques, also known as 

zero-touch approaches. 
After suggesting a subset of initial recommendations that trust and 

reputation models beyond 5G should tackle independently of the com
ponents or modules that make them up (see Fig. 4), the main recom
mendations of each module will be described below. Note that these 
modules and recommendations are inferred from the analysis of the 
state-of-the-art in Section 2 as well as the compliance with the re
quirements reported in Table 4 and Table 5 and the KPIs described in 
Table 7. 

First and foremost, we propose a high-level reputation-based trust 
model considering the most universal modules contemplated by other 
trust approaches, which will be presented one by one together with their 
objectives, key functionalities, and features (see Fig. 5). In this vein, our 
reputation-based trust model allows its adaptation and integration in 
any 5G ecosystem, owing to its abstract layer descriptions. 

4.1. The information gathering module 

In the standard way, the first module of a trust and reputation model 
carries out data recollection. The Information Gathering should not be 
contemplated as a one-time process, which only gets information before 
establishing a relationship, but as a dynamic process that must continue 
because trust varies over time. In this regard, a trust and reputation 
model should define mechanisms such as predictors, triggers, and rules 
that enable the detection of irregularities in the data collected, trust 
threat predictions, and changes in trust relationships, among others 
(context-dependence property). Afterward, these events lead to the 
recalculation or the cessation of trust level. The detection of tampered 
trust values could be managed as a step within data pre-processing, 
through several techniques as perceptron detection [55] or consensus 
protocols after adding information to a blockchain [56]. Nonetheless, it 
is also true that the greater the number of reliable sources from which to 
obtain information, the greater the probability and easiness of detecting 
changes in the data. Hence, it is paramount that the information gath
ering process is carried out from multiple information sources and en
tities. Another widespread pre-processing step, and partially related to 
data manipulation, is the detection of common trust threats such as Sybil 
attack [57], collusion attack [58], bad-mouthing attack [59], subjec
tivity problem [60], etc. These threats may directly affect trust and 

Fig. 3. Requirements and KPIs clustering in pre-5G, 5G, and beyond 5G.  
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reputation models’ performance so they should be had in mind and 
addressed through the recommendation feedback mechanism and a 
threshold mechanism of credibility recommendation [61]. 

Furthermore, these initial data recollection steps ought to contem
plate automatization themselves since a novel requirement beyond 5G 
network is the zero-touch approach [10], which is linked to end-to-end 
establishments. Due to current trust and reputation models should be 
able to generate cross-domains and end-to-end establishments, more 
than two stakeholders could be involved in the final trust score 
computation. Thereupon, multiple events such as proactive Service 
Level Agreement (SLA) renegotiation [62] or security incidents among 
involved parties [6] can occur suddenly, and in consequence, they may 
imply a trust automatic renegotiation when an entity is joining or 
leaving a trust link. Similarly, Smart Contracts (SCs) could provide a 
self-contained trust network by automatically triggering trust network 
functions based on previous trust relationships [28]. Therefore, our trust 
and reputation model should tackle the necessary calculations associ
ated with possible entities entering or leaving the trusted link auto
matically. At the same time, this process should guarantee a minimum 
user’s satisfaction and minimize the impact on the end user (satisfaction 
feature). For instance, after a trigger event identification, a subset of 
feasible intermediate nodes could be contemplated to cover the absence 
of a node that could leave the trusted link [63]. 

In the end, after performing these steps related to the Information 
Gathering module, our trust and reputation model processes the infor
mation in two ways. In the first place, direct trust contains information 
acquired by means of previous interactions with a particular stake
holder. Conventionally, direct trust has a greater weighting in obtaining a 
final trust and reputation score. Nevertheless, the weighting should be 
determined based on use case properties. In the second place, indirect 
trust includes information received from third parties (also known as 
recommenders). The indirect trust is calculated when a recommender, 
not directly involved in the current trust computation, supplies infor
mation about a trustee involved in the trust computation. 

4.2. The trust computation module 

Once data gathering is carried out successfully, the next module is 
the Trust Computation where calculation and decision-making processes 
would be handled. Before determining an entity’s trust score, other 
considerations should be thought as newcomer treatment without in
formation or how the trust level will be depicted. 

On the one hand, a trust and reputation model might likely face a 
scenario where it cannot acquire information from trustees (newcomers) 
through the available collection mechanisms. In that case, a trust model 

ought to allow the newcomer participation in the system, and therefore, 
an initial trust score should be determined. To cope with it, a trust and 
reputation model may consider a stereotyping approach that affords for 
a tentative trust evaluation about newcomers through previous experi
ences with known entities [64]. Nevertheless, this situation implies 
critical decisions that should be considered [16]. First, newcomers 
should not possess more privileges than malicious entities detected by 
any trust and reputation model, avoiding that the last ones can create 
new identities to acquire more opportunities. Secondly, newcomers 
should also have the opportunity to be selected as trustworthiness nodes. 
Finally, the newcomer’s trust score should increase little by little to 
avoid reaching a high trust score and then carrying out misbehaviors for 
a long time. Therefore, all these decisions should be taken into account 
when developing the trusted computing module. 

Apart from these starting considerations, a trust and reputation 
model should palliate other pivotal factors linked to trust computation 
such as degradation of time (also known as forgetting factor), user’s 
evaluation credibility, or trust dimension weighting, among others. 
These factors are considered traditional trust concerns, and therefore, 
there are several solutions that could be applied. However, they should 
not be dismissed from our model. Regarding the forgetting factor, 
multiple solutions may be leveraged as providing more weight to recent 
evaluations [65], or considering more elaborated techniques as an 
adaptive forgetting factor using the Gompertz function [66]. The latter 
permits to adapt each forgetfulness factor with the trustee’s honesty, as 
well as mitigates on-off attacks. In the case of user’s credibility, his/her 
subjective opinion could be checked through the divergence between 
user’s rating and cloud’s current performance, by comparing the pre
defined SLAs and the monitoring values [67] (credibility feature). Last, 
the trust dimension weighting is usually tackled by giving higher rele
vance to own opinions (direct trust) instead of recommendations (in
direct trust) [63]. 

On the other hand, how trust score would be quantized and repre
sented is another key point (infinitesimal property). Up until now, there 
is not an agreement on standard terms of quantifying trust cross- 
domains [28]. Consequently, there are multiple ways to express a final 
trust score. From our standpoint, the utilization of continuous quanti
tative values (thresholds) associated with the definition of trust levels 
may be one of the most appropriate ways. By means of this approach, it 
would be feasible to establish a subset of generic intra- and inter-domain 
trust levels (employing labels), even though threshold values vary 
depending on intra-domain policies, rules, interests, priorities, etc. 
Then, through recommendations (values plus labels or only labels), a 
trustor could more easily interpret external recommendations. There
fore, considering trust level labels as a measure to be shared when a 
trustee provides recommendations to a trustor, the subjectivity problem 
from indirect trust could be partially avoided in our trust and reputation 
model (subjectivity problem feature). It is worth mentioning that a trust 
score of trustor on a trustee cannot be indirectly applied in the other side 
of a relationship (asymmetry property). Similarly, an entity must avoid 
implicit trust on another one as two entities A and C may trust an entity 
B, however, entity A does not trust entity C by default and vice versa 
(transitivity property). Last but not least, the decision-making process 
would carry out the corresponding actions taking into account the pre
viously predicted trust score. In this sense, internal policies, rules, or 
other mechanisms will establish the criteria to be followed. 

4.3. The trust storage module 

Considering trust deterioration and as a basis of trust and reputation 
models, trust score is continuously being updated since external events 
might appear and have a direct influence on entities enrolled. In 
consequence, all information collected during the trust model lifecycle (i. 
e., features, events, policies, rules, trust scores, user’s reputations, and so 
on) needs to be stored not only to enhance future predictions but also to 
help meliorate the overall system through recommendations. Multiple Fig. 4. Initial recommendations for trust and reputation models beyond 5G.  
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options may be considered for data storage, however, they are normally 
linked to the amount of data that is handled in the system and envi
ronment properties. 

The Trust Storage module solutions could range from cloud storage as 
data lakes [68], which have a high raw data storage capacity and is 
usually used for tasks such as reporting, visualization, advanced ana
lytics, and artificial intelligence, to conventional databases based on 
SQL and no-SQL approaches [69]. In fact, in cases where data related to 
trust relationships are not too heavy, and therefore do not trigger per
formance problems, they could be stored on a distributed ledger [70]. 
Thus, this on-chain storage enables a long-term reputation reflecting the 
trustworthiness of parties involved in the system, whereas characteris
tics such as information decentralization or immutable storage are also 
covered. In addition, a centralized database can be utilized as a local 
repository where only stakeholders of a domain may register private 
data with respect to recent trust interactions, internal policies, and rules 
that they cannot share with other parties. On the contrary, non-sensitive 
information, which may be partially/totally shared with other stake
holders, can be stored on decentralized approaches such as Data Lakes 
and DLTs. 

4.4. The continuous update module 

In spite of traditional and novel trust and reputation models present a 
sort of different characteristics and requirements as aforementioned (see 
Table 3 and Table 4), they also share similarities to achieve efficient 
systems (see Table 5). In addition to that, and considering requirements 
beyond 5G ecosystem, novel trust and reputation models ought to 
reckon scalability, and above all, automatization as development foun
dations. The latter is partially addressed by the Continuous Update 
module, in particular, through triggers and events. Earlier identification 

of triggers and events along with a suitable configuration themselves 
may help us react to possible attacks [71] and preserve an up-to-date 
trust and reputation model. For that reason, it is advisable that trust 
and reputation models possess a dynamic updating mechanism that al
lows identifying triggers from security threats, SLA violations, service 
execution failures, change policy relationships, or even active time of 
trust relationships. 

Through these events, a model can automatize and adapt to the ef
fects occurring in real time by recalculating trust scores. Such events are 
often associated with an increment or decrease of the final trust score, 
and sometimes, they are contemplated as part of reward and punishment 
processes [72]. Thence, should negative events appear in a trust rela
tionship, the trust and reputation model will be penalized by decreasing 
its trust score. In the case of no events, the trust model might reward the 
trustee’s reputation. In the end, reward and punishment algorithms 
encourage entities to reflect trust changes of the interaction nodes more 
objectively. In the work presented by Niu et al. [6], the use of reward 
and punishment mechanisms was focused on increasing trust level of 
Virtual Network Functions (VNFs) when the network slice running time 
increased without security incidents, and decreasing when the security 
threats or failure problems were detected. The rate of decline was 
determined by factors such as the level of security threats or the severity 
of the problem. Another approach was addressed by Kong et al. [73], 
who introduced these mechanisms to detect swaying attacks and build a 
more secure environment through simulating active and benign nodes to 
participate in the interaction. In the end, reward and punishment mech
anisms spur trust and reputation models to be more secure and to be 
updated almost in real time. 

Even though some introduced recommendations may palliate con
ventional trust and reputation attacks, our model does not currently 
provide a resilience mechanism to the wide range of possible attacks. 

Fig. 5. Overview of trust and reputation model modules.  
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From our standpoint, the identification and mitigation of likely trust 
attacks are steps following the validation of a trust and reputation 
model, rather than design steps. Therefore, they are consequences of 
design decisions of a particular trust and reputation model. Notwith
standing, the authors will analyze previous proposals, such as Gómez 
Mármol and Martínez Pérez [16], ITU-T Y.3052 [38], ITU-T Y.3054 
[40], ITU-T X.5Gsec-t [41], and ZTA [10], where resilience mechanisms 
were able to withstand Sybil attacks, bad-mouthing, on-off attacks, 
collusion attacks, etc. By means of such analysis, we will not only 
recognize a sort of traditional trust attacks, but also discover multiple 
techniques to be leveraged. After that, we will evaluate the resilience of 
their trust and reputation model, as well as readjust previous techniques 
of trust attack mitigation to beyond 5G scenario properties, if required. 

Lastly, despite not being part of modules illustrated in the proposed 
trust and reputation model, we want to introduce some advantages of 
considering identity management together with trust and reputation 
models. Ordinarily, trust and reputation models interacted with users of 
their own domain, where would be easier to identify them, or other 
domains, where would be necessary a greater effort to identify and 
verify their identities. However, few trust and reputation models 
considered or associated an identity management component between 
the steps of their lifecycle. We honestly deem that the absence of identity 
management mechanisms is principally correlated with centralized ap
proaches to identity management. In this case, Certificate Authorities 
(CAs) portray an essential role to give truthfulness of the certificates 
they issue. Nonetheless, this process is complicated when we are in a 
cross-domain scenario with multiple CAs, different types of certificates, 
certificate revocation lists, etc[74]. 

Because 5G networks expect to raise and facilitate cross-domain re
lationships among service/resource providers and service/resource 
consumers, new decentralized technologies have also appeared to tackle 
the aforementioned problems. In particular, one of the most avant-garde 
approaches is the decentralized identifiers (DIDs) defined by the World 
Wide Web Consortium [45]. DIDs are a unique, stable, and global 
identifier that enables its use in any type of entity (humans and ma
chines), service, technology, and organization (identity property). In 
addition, they are resolvable with high availability and cryptographi
cally verifiable, as well as linked to DLTs. In consequence, this mecha
nism may be utilized to manage entities involved in the trust and 
reputation model, to associate unique identifiers independently of their 
origin, and to provide access control over services and resources [75]. 
What is more, they also provide an extra trust and security level since 
they can be used for protecting communicated data being accessed by 
unauthorized parties [76], enabling a proper collection of trust and 
reputation information [38,39,77], and recognizing malicious devices. 

In spite of identity is not a topic addressed by all trust and reputation 
models, some solutions do take into account identifiers to make easier 
the identification of general trust attacks like Sybil attacks [78]. In short, 
we consider worth that a trust and reputation model beyond 5G will 
consider a novel identity management mechanism as an external 
component but also associated with some trust and reputation model’s 
activities, or even as one of the modules that would make up the overall 
trust and reputation model architecture. 

In the end, the proposed trust and reputation model envisages 
covering the principal requirements and KPIs recognized in Section 3. At 
the same time, the presented trust and reputation model is as abstract as 
possible so that it may be tuned to different use cases and scenarios with 
little effort. Hence, the above recommendations are the earliest effort 
toward a feasible standardization of trust models in 5G and B5G 
networks. 

5. Conclusion 

Despite the fact that trust models are not a disruptive technology, 
their application in 5G ecosystems involves the contemplation, adjust
ment, and discarding of previous ideas raised in other standard trust 

models. The article at hand has analyzed the most prominent trust and 
reputation model standardization approaches in the research field so as 
to identify conventional characteristics and limitations compared to 
other proposals. At the same time, we have also studied newfangled 
research projects and regulatory organizations working on 5G and 
beyond 5G scenarios to recognize up-to-date trends as well as the 
principal changes involved. 

Considering the previous investigations as a trustworthy basis, we 
have also provided multiple sets of requirements and KPIs that depict a 
progression from their beginnings (around 2000) to the present. Such 
requirements and KPIs have been set out from a generic point of view to 
allow for their application in a large number of scenarios and to enable 
feedback with previous proposals. 

In addition, a pre-standardization approach for trust and reputation 
models beyond 5G has also been suggested. By means of the advice 
given, we have evolved the previous trust and reputation model stan
dardization approaches to an abstract one that complies with paramount 
requirements and KPIs of beyond 5G networks. Additionally, this 
innovative approach enables its use in a multitude of scenarios thanks to 
its level of abstraction. Thus, we have presented four modules that allow 
accomplishing key actions associated with trust and reputation models, 
at the same time as fulfilling the aforementioned requirements and KPIs 
through the utilization of novel technologies and methods. 

As future work, we will design and integrate a trust and reputation 
model for beyond 5G networks that achieves not only the abstract 
modules and steps described in this article but also the essential re
quirements and KPIs that will be standard foundations in future net
works. Besides, we will build up an information model from the entities 
and characteristics of the reputation-based trust model so as to propose a 
subset of common characteristics that may be linked to a trust instance 
regardless of its enforcement environment. Additionally, we will cater 
for a set of generic interfaces to communicate the proposed trust and 
reputation model modules as well as interacting with the trust model 
itself. Last but not least, we will also research some viable trust attacks 
that our model may undergo, as well as infer resilience mechanisms and 
techniques. 
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