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Addressing the Complexity Challenge

BAREMETAL

Networks becoming increasingly complex

o 5G foresees a x10 densification of sites compared to 4G _

o Best user experience demands heterogeneity in Propristary
access technologies HW&SW

o The continuous challenge of centralized proposals, per vendor
way beyond the usual OTT

o And not suitable to be managed using traditional operation

Step 3: e2e

Adapt results from the IT experience in virtualization

Step1. Network

Orchestration '

SW & HW Decoupling

—-

Virtualization

=\ Step2. VNF

o Acknowledging the differences L N
= Topology awareness 1@ VNFs Distribufion
pology _ > E2e Orchestrator : [El Distributio and Unified
=  The conservation principle ___ Control
= Openness @
= Integrity and auditability ; a ___
= [solation == Centralize
. e2e virtual network with fatri ; Control Plane in
o Exploring new paths . automatic deployments and 2552?;%,3%7_\2223;? UNICA DC
« Towards zero-touch service management configurations and slicing Offices (UNICA@CO)
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Automatics 101

Error

Detector Act_uating
Signal

« The use of closed loops do not imply such
a radical change

o Automatics have been around for a long

Output
Controller Plant >

time
o An essential aspect of industrial processes Feedback | |
. . Elements
« The native complexity of networks has Feedback

made more difficult their application Signal

o Metcalfe’s law

o Laser effects « Software network technologies have

o The invariants become an essential enabler

o Look, there is a controller

» Essential abstractions at all elements
o Feedback, input, detection, actuation
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Smarter Closed Loops

...........................................................................................................................

i |
: — Data Data Acquisition Data
\ 4
i | Network Environment |
il < SDN Controller P '
* NFV Orchestrator Da'ta : Al Engine
« EMM | :
* MEC A 4
* Router o
. A A 2 % Actions
& Actions Policy Engine 4 § Scores
| Legacy solution : i Al Enhancement
* Not such a radical change « The key issues are not in the engine(s)
o Tools to derive further insights from data and o Butin the data and action flows

improve policies

o Including distribution and placement of the engine(s)
+ Extended capabilities, but do not expect Skynet .

And in flow management and application
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The Data Stream

« No matter how intelligent: Crap in means crap out
o Usable: Adaptation (formats, scales...)
o Sufficient: Topology (sources, aggregators...)
o Safe: Provenance (origin, timestamps...)
O

o
Steady: Continuity (pace, availability...) atlil

* An enhanced data fabric seems the logical approach

o Supporting resource, orchestration and function
sources

o Combining current network monitoring tools and
recent telemetry developments
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®—@ Monitoring information

CR = Computing Resources
NR = Networking Resources
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o The Data Aggregation Scenario

» Support the integration of different data flows
Open
Automated
Secure
Scalable

» Deal with heterogeneity at all levels
Data sources
Data models
Deployment styles
Supporting infrastructures

* Not just data
* Metadata becomes essential, including semantic
mappings
* What seems to claim for a data stream ontology

-----------------------

+ Not that far away: data modeling is a first step Satellite  2G/3G/4G HFC
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Applying a Semantic Model

Has Relationship >

e Use the model to describe data flows [ o 10
» Sources Entity % e Relationship

1

+id: URI 1.* H i + relationshipld
° as Object
Consumers — :UR Has Subject

* Elements in the flow —

« And including

 The identification of the relationships to
the flow data model

* Provenance metadata

—_
-

& Ayadoid seH

o

Auadoud seH
SA09(gns seH >

€ Pafgns sey >
diysuonejay seH > 2

* Secu rlty Property o Value
0.* | + propertyid : URI ON* + dataType :

* Note we are not talking about : 0. ORI
modeling the whole systems Has Subject _

* Only the data they provide and/or : 1 Has Value
consume

» Usable to analyze and normalize flows
« Without the need of explicit standard alignment

« Extend descriptors
* Include a protocol for registration, announcements, discovery, etc.
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Using CIM

A

. Focused on mechanisms to deal

with context information from
. Context Context Context
many dlfferent SOurces Consumer Consumer Consumer ?{::gcizjc/:rr
® Sha”ng that |nformat|on through ________________ - Discovery
interoperable data publication D e
platforms. . o Discover
- Agnostic to the architecture of the subscrvel |y el Lo
applications sharing information Notify Discover
* Based on an information model e
describing entities and relationships
. . Context Context Context
¢ Or|g|na”y fOCUSGd on IOT scenarios Source Source Source
« Suitable for adaptation to other ones
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Supporting Federated Models

—| Local premises I—

Context Consumers

A

Al/ML Big Data Analytics

—| Network Service Provider l—

Context Consumers Monitoring

i Orchestrator , oot I """ AT

___________________ it

- : Interworking & Exposure T
| NSP’s Management System + + Local's Management:System
L I .
! Context E Semantic | Semantic E- Context ‘:
i __ Registry |1 Aggregator "| Aggregator '|__ Registry 1

Local
Access
Network

Core Access m
[

Context Source
Local Network

Context Source

NSP Network

1

|

' Network Network nternet

i + Cloud + Edge \—/
1

1

1

1

1
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The Action Stream

NF Packages NS Network Slice
(VNF, PNF, HNF) Package Package

. . . . . ! Prc::leg;:tres : Prz)h:legtT:res B ;"::E:r; —’ 7 msﬁla
- OAM actions at a wide variety of different domains (o [ [ ]
o Challenging, given the current state-of-the-art ———

\OSM’p NBL~ MAND

* Initial strategies Ir MANO
: - | - -—--lcvy |
o Domain specific

A

vCA ~—__-RO
o Recommendation systems = =
o Autonomic protocols NEVL oo e Nyngene VIM

« SBA approaches and capability models
o Reusable functionality description

o Abstractions of network element
functionalities usable as building blocks Clomarsing

o Combined to provide more powerful features ®m.ne,wo,k [T ——
o Registration mechanisms to support CI/CD "2

inspection
o Inter-domain collaboration for 2
E2E management modification

acceleration
(e.9. ACK delay/spoof)
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.7 Deployment

link/network layer headers ‘

end-to-end
operation
application layer headers

payload

in-network
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Multi-Domain Capability-Based Security &)

INSPIRE-5Gplus

| 0S5/8BSS Security Manager | 0ss/BSS D1 - E2E SLA & Securiy Policy
. D2 : E2E KPI
Each domain exposes a 03 T metes
. ey e E2E Service Management Domain - Decisions ] )
Se rles of Ca pa bl I Itles DSI. Domgln SLA & Security Policy
E2E Security Manager Bg :?\;I);ig]r;( dPLata
Consumed by other T rapees - | |T-Dedsionengine | | T-GOECEE ]| DY Pt
: D6—D2 Ds—r}y—r];?s D4—r{:‘04 D5 D10: Doeﬁs;féns it (e
domains TS ¢ g ¢ & | e
» InCIUd|ng the E2E |ayer [ | Inter-Domain Integration Fabric | |
D1 D2 D1/J\ D2 D6
More a choreography o 0 o %9 %%, é
th an an OrCh estration ‘ Cross-Domain Integration Fabric ‘
» More on this later, in Df\,@ 066
connection with | | Inter-Domain Integration Fabric | h
architecture issues S o0 669 o ¢ ) Sor O Son O
. D7 %B D9 \[65\[69 \]JD10 ?DH TD10 ?DS (P o LTJF? o o
E m e rgl n g Sta n d a rd S 1k h:zg:;osri:]g & ‘ TL Decision engine TL_gxifstSr::i;riw
» ETSINFV SEC architecture Domain Security Manager =
» ETSI ZSM framework - 7
» |ETF I2NSF models :
lDomaln Managed Infrastructure Resources
EM VNF NFVI
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The Process in the Loop

Synthesis

« The dialectic way
o Thesis: Translate intent into

action
* Understanding intent @ opposition ————§
statements Thesis Antithesis

= Mapping onto technologies
o Antithesis: Support
environment constraints

= Policies provided by
network management

=  The archetypal SLA
enforcement

o Synthesis: Conflict resolution
=  Among action requests

=  And with management
constraints

#RECONECTA "

« Audit track and intelligibility
o The who, the what, the when
o And the why
* And security
o Deal with adversarial Als
o And consider circuit breakers
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o 4% .
C A Trusted Data in Support of Intent

* A common platform available at each participating domain

* Based on service meshes for elasticity

5G Operator A
areal

5GZORRO
Platform

®* Operational data lakes for service discovery, brokering and SLA monitoring
* DLTs and Smart Contracts for auditability, licensing and disintermediated trading

®* Trusted Execution Environment to support trust without privacy loss

®* Anintent-based API

Zero Touch Resource Discovery

®* Forinteracting with the platform e
Intelligent 3™ party resource selection,
* Available to all stakeholders: users and/or request and access/usage
Trust establishment 5GZORRO
prOViderS among multi-parties

5GZORRO
Platform
5G Operator C )
area3

* Dynamic composition of resources

5G Operator B
area2
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@00@ Smart Lifecycle Management

Support for resource lifecycle

Providers publish offers

Consumers discover and select offers

Both establish agreements and monitor performance

5GZORRO

Of any nature: laa$, FaaS, Paas...

Once they are onboarded and enrolled in the trust fabric

Satisfying their intent expressions

Based on trust evaluation

Enforceable

Auditable

Privacy-preserving

Elastic




Trustworthy Datasets

* Aserious lack of usable datasets
o For training or validation
o Data as an asset
o Privacy concerns
o None or limited tagging
« Generation of synthetic datasets
o Traffic samples generated in a controlled way
o Configurable mixes of synthetic and real traffic
* And metadata management
o Different scenarios, from high loads to security threats
o Training and validation loops
* Relying on Software Network principles
o Repeatability and reproducibility
o Controlled variations

#RECONECTA 5
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- Apps & clients CSP & Internet .

Web
8 g
Network

MouseWorld




The Mouseworld — Synthetic Traffic and Beyond

G-STA in
Telefonica Mouseworld

Traffic Classification scenario

CGGW (Launcher Orchestrator)

CGDemo, ‘

CGTest17

fr—

—_—
f—
_—

R
w
as>

vmCGClient XX
(32 clients VMs)

CGTstat

* Tepdump -> pcap
* Tstat -> log_tcp

* Tagger -> dataset

vmCGserverl01
Apache Web server

VLC video server

vmCGserver103
OwnCloud server

SUIXIA | BreakingPoint -

::‘:s Vlm‘g.dv.:\:mbu Pronkex : tm
t‘; vmCGserver102

—-iB

> | ®

UPM Lab 3 P

Apache Web, VLC video,

&)

INSPIRE-5Gplus

Traffic at all network segments

Clients, servers, middleboxes and network
functions of many natures
» Plus raw traffic captures and other external sources

Traffic analysis to produce (labelled) datasets
» NetFlow

» |Pfix standard

» TStat

Train and validate
» ML solutions, supervised and unsupervised
» Data-driven modules (Al, Analytics...)

Repeatable and controlled conditions and variants
» SDN/NFV based architecture
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A Matter of Balance

* Network heterogeneous and distributed nature with
A holistic view of services and infrastructure
o  Topologies, protocols and models for distributed Al elements
+ User requirements with
Operational policies
o Intent dialectics and elastic policy enforcement
o  Compositional mechanisms to combine requests in multi-tenant environments
* Regulatory matters with
Security
o  Data sovereignty and identity management for all entities
o Non-repudiation and accountability
+ Closed loop operation with
Infrastructure criticality
o Keep humans in the loop, retaining ultimate understanding and control
o Alintelligibility and security mechanisms to guarantee proper operation
+ Sensing with
Acting
o  Open and extensible mechanisms for data and action streams
o  Converged data models for definition and monitoring
o  Converged control action representations
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Get the Future Now
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